Reclamere DBRA Data Centric Services

At Reclamere we recognize the importance of your technology infrastructure in mitigating risks to
your critical data and preventing breaches. We offer three levels of preventive network diagnostic
services to help you protect that infrastructure. Underneath the DBRA methodology are our data
centric assessment services. Any of these services can help you protect your critical
infrastructure.
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Semi-annual Scanning (includes all of the v v
above items twice a year)
Quarterly Perimeter Scanning v
Information Security Policy Review v
Data Breach Risk Assessment and Risk v
Assessment Knowledge Transfer
Technician Reports for Assessment v v v
Executive Level Management Report v 4 v

Reclamere also offers the following DBRA™ related services separately from the network
monitoring:

e Data Asset Inventory and Classification - Reclamere’s professional staff will work with
managers from each functional area in your organization to determine the information
they work with, what forms the information takes, how it is communicated. For each
information asset, we will work with you to identify the requirements for maintaining the
confidentiality, integrity, and availability based on your organization’s needs.

When completed, your organization will have an inventory that allows you to classify
information assets into categories such as classified, confidential, sensitive, and public.
With that inventory, you can define security strategies and implement meaningful
Information Handling Policies, Access Controls, and other controls.

e LT. Audits and Reviews — Reclamere’s team can conduct custom audits and reviews
based on your organization’'s needs. Whether you are preparing for a regulatory
examination, acquiring or merging with another organization or company, or just being
proactive, we can customize any of the services in the chart above based upon your
requirements.




Policy and Awareness Program Reviews — Reclamere’s experts have the background
to understand effective policies designed to mitigate risks and meet regulatory
requirements. We also understand that policies alone are not effective unless they are
supported by solid user awareness programs. You can use our expertise to improve or
implement policies and effective security awareness programs.

Data Recovery Services — Reclamere’'s has experts available to recover critical data
that organizations find is no longer available because of corruption, accidental deletion,
hard drive failures, RAID degradation, etc. We can recover critical data such as e-mails,
office documents, databases, digital photos and images, etc., from laptops, hard drives,
servers, and peripherals such as flash drives.

Forensics Response — Reclamere also has the expertise to help in the forensics
analysis of computers and digital media in the event of fraud, disciplinary actions,
disputes over terminations, etc. We have a certified clean room that helps to preserve
the evidence.

Incident Response and Forensics Preparedness — Because of Reclamere’s focus on
and background in data breach incidents and forensics incidents, we can help you
prepare for those incidents by reviewing your policies or helping you develop an incident
and forensics response preparedness program. By being prepared, your organization can
minimize the cost and impact of a breach and implement processes to prevent
recurrence of incidents.

Information Security Consulting — With years of experience in evaluating or managing
information security programs, Reclamere’s team is available to support you whether you
have special projects such as implementation of new controls or a gap analysis for
regulatory requirements or best practice standards.




